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0 National Foreword 

This draft Tanzania Standard is being prepared by the Alarm and Electronic Security Systems 
Technical Committee of the Tanzania Bureau of Standards (TBS), under the supervision of the 
Electrotechnical Divisional Standards Committee (EDC) 

This Tanzania Standard is an adoption of the International Standard IEC 60839-11-2, Alarm and 
electronic security systems – Part 11-2: Electronic access control systems – Application 
guidelines, which has been prepared by the International Organization for Standardization 
(ISO). 
 
 
Terminology and conventions 
 
Some terminologies and certain conventions are not identical with those used in Tanzania 
Standards; Attention is drawn especially to the following: 
 

1) The comma has been used as a decimal marker for metric dimensions. In Tanzania 
Standards, it is current practice to use “full point” on the baseline as the decimal marker. 
 

2) Where the words “International Standard(s)” appear, referring to this standard they 
should read “Tanzania Standard(s)”. 
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INTRODUCTION  

This standard is part of the IEC 60839 series, written to include the following parts:  

Part 11-1: Electronic access control systems – System and components requirements  

Part 11-2: Electronic access control systems – Application guidelines  

This part of IEC 60839 describes the general requirements for planning, installation, operation, 
maintenance and documentation for the application of electronic access control systems 
(EACS).  

The performance of the EACS is determined by the security grades allocated to the access 
points. A risk assessment that identifies the risks and perceived threats should first be carried 
out in order to establish the appropriate security grades.  

Four security grades are available based upon the knowledge and tools available to a person 
intent upon gaining unauthorised access and the type of application, taking into account specific 
organizational aspects and the value of the assets.  

Separate guidance is provided for each activity along with recommendations for the 
documentation needed. A brief description of each section covering the activities is provided 
below:  

System planning: this section is intended to assist the designer with the selection of an 
electronic access control system (EACS) that provides the control of access and security 
integrity commensurate with the value of the assets requiring protection and the associated 
risks. See Clause 7.  

System design should minimise potential vulnerabilities that could be exploited to circumvent 
the access control measures. It is recommended that safeguards are incorporated to give early 
warning of attempts to circumvent the access control measures. See 7.3.  

System installation: this section is intended to help those responsible for installing the EACS by 
identifying issues which should be considered prior to commencing the installation and during 
the installation of the system in order to ensure the EACS is correctly implemented as specified 
during system planning. See Clause 8.  

Commissioning and system handover: this section provides guidance to ensure the level of 
performance required in the system planning is obtained and that the end user is provided with 
the necessary documentation, records and operating instructions during the handover of the 
EACS. See Clause 9.  

System operation and maintenance: includes information regarding the responsibilities of the 
end user of the EACS to ensure the system is operated correctly and adequately maintained. It 
covers inspection, service and the use of remote diagnostics in order that the level of 
performance determined during the system planning stages can be maintained. See Clause 10. 
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1 Scope  

This part of IEC 60839 defines the minimum requirements and guidance for the installation and 
operation of electronic access control systems (EACS) and/or accessory equipment to meet 
different levels of protection.  

This standard includes requirements for planning, installation, commissioning, maintenance and 
documentation for the application of EACS installed in and around buildings and areas. The 
equipment functions are defined in the IEC 60839-11-1.  

When the EACS includes functions relating to hold-up or the detection of intruders, the 
requirements in standards relating to intrusion and hold-up are also applicable.  

This standard provides application guidelines intended to assist those responsible for 
establishing an EACS to ascertain the appropriate design and planning of the EACS, both in 
terms of levels of protection and levels of performance necessary to provide the degree of 
access control and protection considered appropriate for each installation. This is achieved by 
scaling or classifying the features of electronic access control systems related to the security 
functionality (e.g. recognition, access point actuation, access point monitoring, duress signaling 
and system self-protection) in line with the known or perceived threat conditions.  

This standard does not cover the methods and procedures for conducting a risk assessment. 

 


